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Abstract: Criminal activities such as robbery, 

assault, and homicide pose significant risks, 

particularly to individuals working alone in remote 

areas at night, with women being especially 

vulnerable. Conventional image-based AI detection 

systems often suffer from limited accuracy. This 

study proposes a solution using sound feature 

extraction to detect potential criminal activities in 

real-time. We applied machine learning techniques 

to audio data from the URBAN8K dataset, which 

includes ten sound classes, and incorporated 

additional classes, such as 'crackling_fire' and 

'glass_breaking' from the ESC-50 dataset. Audio 

files were converted to mono and downsampled to 

16,000 Hz for preprocessing, and Mel-spectrogram 

features were extracted to identify abnormal audio 

patterns distinguishing normal from alert sounds. 

Experimental results show that the Bi-Directional 

GRU model outperformed other models, achieving 

96.77% accuracy, 96.60% precision, 93.50% recall, 

and a 94.88% F1-score. This approach highlights 

the potential of sound-based analysis in improving 

the accuracy and reliability of real-time event 

detection systems, offering significant 

improvements in public safety. 

“Index Terms - Natural language processing 

(NLP), deep learning, audio, recording, CNN, 

LSTM, classification, prediction”. 

1. INTRODUCTION 

In the physical world, every event is accompanied 

by a distinct sound. Whether it's the sound of a 

stone falling, a bird chirping, or the noise of a road 

being constructed, these sounds are unique to each 

event. Positive events, like crowds cheering or 

fireworks, have sounds associated with them, just 

as negative events, such as road accidents, 

gunshots, or natural disasters, generate their own 

specific sounds. The ability to detect these sounds 

and classify them as either positive or negative 

could revolutionize security systems. The potential 

for a system that can automatically distinguish 

between ambient sounds, identifying whether they 

are linked to a positive or negative event, offers 

significant promise for enhancing public safety. 

Although such systems are not yet widely 

implemented in everyday life, the underlying 

technology already exists in various forms. 

One of the most notable technologies in this 

domain is Natural Language Processing (NLP), 

which has already made significant strides in 

speech and text-based analysis. NLP is widely used 

in modern smartphones, which are equipped with 

AI-powered voice recognition systems. For 

instance, Google’s Voice Assistant, available on 

every Android smartphone, can process voice 

commands to search the web and retrieve necessary 

information without the user having to type a single 

search query [1]. Similarly, Apple's Siri, which 

functions as a personal assistant, has been 

integrated into the iPhone series and evolved with 

various versions, improving voice recognition and 

usability over time [2]. Amazon’s Alexa has also 

become a prominent example of AI-powered NLP, 

providing smart home control through voice 

commands, while Samsung’s Bixby offers its own 

voice assistant service [3]. These systems have 

already demonstrated the significant potential of 

NLP in simplifying daily tasks. 

NLP has also made an impact in the realm of 

textual data analysis and classification. Google, for 

example, uses NLP in its search engine to offer 

search query suggestions, as well as to determine 

the relevance of search results [4]. Social media 

platforms like Twitter and Instagram use NLP for 

sentiment analysis, helping to detect the emotions 

expressed in posts and tailoring users’ timelines 

based on this analysis. This approach has 

transformed how we interact with content online, 

offering users a more personalized experience by 

analyzing both the tone and context of the text [5]. 

These advancements in NLP technology, 

particularly in voice recognition and text-based 
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analysis, lay the groundwork for more complex 

applications such as automatic event detection 

through sound, which could be applied to improve 

security and public safety. 

2. RELATED WORK 

The integration of technology in improving safety, 

particularly for women and vulnerable individuals, 

has gained significant attention in recent years. 

Various approaches have been explored to enhance 

security using sensors, mobile applications, and 

advanced algorithms. One such system, the IoT-

based women safety device proposed by Suma and 

Rekha [6], focuses on detection and real-time video 

capturing in the event of distress. Their study 

emphasizes the importance of smart safety 

solutions in responding to dangerous situations, 

where the device automatically sends alerts and 

records video footage, ensuring a swift response to 

potential threats. This system highlights how IoT 

and real-time monitoring can contribute to personal 

safety, and it aligns with growing efforts to harness 

technology for protection in dangerous 

environments. 

In parallel, the role of sound detection in safety 

systems has garnered significant interest. The work 

by Ciaburro and Iannace [7] investigates the 

potential of deep neural network algorithms for 

detecting sound events to improve safety in smart 

cities. Their study demonstrates how advanced 

sound event detection systems can be employed to 

identify abnormal sounds, such as screams or 

crashes, which may indicate dangerous situations. 

By utilizing neural networks for sound 

classification, their approach helps to automatically 

recognize potentially hazardous events in public 

spaces. This research shows how leveraging AI and 

deep learning can enhance security systems by 

improving the accuracy and efficiency of sound 

event detection, which is crucial for real-time 

responses. 

Monisha et al. [8] proposed a women safety device, 

FEMME, that integrates mobile applications with 

wearable technology. This system focuses on 

detecting critical sounds, such as screams, and 

provides automatic alerts to pre-configured 

contacts. The device also records audio and video 

during distress situations, offering critical evidence 

that can be used in investigations. The FEMME 

system illustrates the convergence of mobile and 

wearable technologies for proactive safety 

solutions, reinforcing the importance of quick alert 

mechanisms in high-risk scenarios. 

In another study, Kendzhaeva et al. [9] explore a 

system that detects anomalous sounds in urban 

environments to improve safety for both citizens 

and tourists. The study presents a sound detection 

system embedded in a smart city infrastructure to 

identify sounds that deviate from normal patterns. 

The system is designed to flag abnormal 

occurrences, such as accidents, fights, or other 

emergencies, enabling authorities to respond 

quickly. By combining sound recognition with 

other urban monitoring systems, this approach 

creates a safer environment, proving that sound 

detection can be a valuable tool in public safety 

systems. 

Neri et al. [10] examine sound event detection 

(SED) techniques in the context of human safety 

and security in noisy environments. The research 

focuses on the challenges of detecting sounds in 

environments with high ambient noise, such as 

urban streets or crowded places, where 

distinguishing between normal and abnormal 

sounds can be difficult. The authors propose a 

combination of machine learning techniques to 

enhance sound event recognition, improving the 

system’s ability to detect specific security-related 

events like accidents or disturbances. This work 

highlights the importance of refining SED systems 

to function effectively in diverse and noisy 

environments, a challenge often faced in urban 

safety applications. 

Deep learning has also been applied to detect 

criminal activities and promote safety, as discussed 

by Mathur et al. [11]. They developed a system that 

employs deep learning models to analyze audio and 

video feeds for detecting criminal activities. The 

system uses sound and visual data to identify 

suspicious behavior, such as arguments or fights, 

and can alert law enforcement authorities. By 

combining multiple forms of data and advanced 

learning models, the system improves detection 

accuracy and provides a foundation for future 

applications in public safety, especially in urban 

settings where criminal activities are more likely to 

occur. 

Villegas-Ch and Govea [12] further expanded on 

the use of deep learning for early detection of 

emergency situations and security monitoring in 

public spaces. They propose an approach that 

combines sound detection with visual monitoring to 

identify potential threats before they escalate. By 

employing convolutional neural networks (CNNs) 

and other advanced deep learning techniques, their 
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system can process sound and image data 

simultaneously to detect events such as accidents or 

criminal activities. This multi-modal approach 

allows for more accurate and reliable detection, 

offering an advantage in real-world security 

applications where sound alone may not always 

provide sufficient context. 

Overall, the literature on sound event detection and 

its applications in safety and security systems 

highlights the potential for deep learning and 

machine learning techniques to enhance the 

effectiveness of these systems. Sound recognition 

can play a pivotal role in monitoring environments, 

alerting authorities to unusual or dangerous events 

in real time. As demonstrated by various studies, 

the integration of advanced algorithms, AI, and IoT 

devices can significantly improve safety in urban 

spaces and for individuals, providing a more 

proactive approach to security. With continued 

advancements in technology, the accuracy and 

reliability of these systems are expected to 

improve, leading to smarter, safer cities and better 

protection for individuals in high-risk situations. 

3. MATERIALS AND METHODS 

The proposed system aims to enhance the detection 

of criminal activities in real-time by leveraging 

audio-based analysis rather than relying solely on 

traditional image-based methods. The system 

extracts sound features using Mel-spectrograms 

from audio files to distinguish between normal and 

alert sounds. Two datasets, URBAN8K [13] and 

ESC-50 [14], are utilized, comprising classes such 

as ‘gun_shot,’ ‘glass_breaking,’ and 

‘crackling_fire,’ which are preprocessed by 

converting audio to mono and downsampling to 

16,000 Hz. Extracted features are trained using 

various deep learning algorithms, including 

CNN1D, CNN2D, and LSTM [16], to evaluate 

their ability to classify abnormal sounds accurately. 

Additionally, the system incorporates a 

Bidirectional-GRU layer to further enhance 

performance. Upon detecting a threat, the system 

triggers an alert by sending a notification to a 

predefined email address, making it an efficient and 

proactive solution for improving public safety. 

 
Fig.1 Proposed Architecture 

The image (Fig.1) depicts a typical machine 

learning pipeline for threat detection using audio 

features. It starts with a dataset that undergoes pre-

processing steps like visualization, data processing, 

and shuffling. This pre-processed data is then fed 

into various machine learning models such as 

CNN1D, CNN2D, LSTM [16], and Bi-directional 

GRU. These models are trained on the data, and 

their performance is evaluated using metrics like 

accuracy, precision, recall, and F1-score. The 

trained models are then used to detect threats using 

audio NLP features, ultimately aiming to provide a 

robust and effective solution for audio-based threat 

identification. 

i) Dataset Collection: 

The proposed system uses two audio datasets, 

UrbanSound8K and ESC-50, to train models for 

detecting criminal activities through sound 

analysis. 

UrbanSound8K Dataset 

UrbanSound8K [13] contains 8,732 audio samples 

categorized into ten classes, including 

'air_conditioner,' 'car_horn,' 'children_playing,' 

'dog_bark,' 'drilling,' 'engine_idling,' 'gun_shot,' 

'jackhammer,' 'siren,' and 'street_music.' Each audio 

file is annotated with metadata such as 

slice_file_name, fsID, start, end, salience, fold, 

classID, and class. The dataset is organized into 10-

second audio slices and grouped into ten folds, 

supporting cross-validation for machine learning 

applications. 

 
Fig.2 Dataset Collection Table – UrbanSound8K 

ESC-50 Dataset 

ESC-50 [14] is a curated dataset of 80 audio 

samples spanning classes like 'crackling_fire' and 
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'glass_breaking.' Each sample is annotated with 

filename, fold, target, category, esc10, src_file, and 

take. It provides a rich diversity of environmental 

sounds, which are especially useful for 

distinguishing abnormal events. The dataset is 

well-suited for audio classification tasks and 

contributes additional critical sound classes to the 

system. 

 
Fig.3 Dataset Collection Table – Crackle fire and 

glass breaking 

ii) Pre-Processing: 

The pre-processing phase involves loading, 

cleaning, and extracting essential features from 

audio files to prepare them for analysis. 

a) Visualization: Visualization provides insights 

into the dataset's structure and extracted features. 

Class label distributions are represented on a graph 

where the x-axis displays class labels, and the y-

axis indicates the number of audio files per class. 

Mel-spectrograms are visualized to show voice 

activity, with red areas indicating sound and other 

areas showing silence. Additionally, audio signal 

plots depict dense lines for sound portions and thin 

lines for silent segments, offering an intuitive 

understanding of the audio data. 

b) Data Processing: During data processing, the 

system loops through all audio files, extracts Mel-

spectrogram features, and organizes them into X 

and Y arrays for feature and label storage. Each file 

is read and transformed into meaningful 

representations, enabling deep learning algorithms 

to distinguish between normal and abnormal 

sounds. The number of processed audio files is 

tracked and displayed, ensuring all data is 

accurately handled for training. This stage is 

critical for creating a robust foundation for 

classification tasks. 

c) Shuffling: Shuffling ensures the dataset is 

randomized before training, avoiding bias from 

sequential patterns. The processed audio data and 

corresponding labels are shuffled to mix examples 

from different classes uniformly. This step 

improves the model's ability to generalize by 

exposing it to diverse combinations of data during 

training, thereby minimizing overfitting risks. 

Shuffling is a fundamental pre-training operation 

that enhances the overall effectiveness of the 

learning process. 

iii) Training & Testing: 

After pre-processing, the dataset is split into 

training and testing sets, with 80% of the data used 

for training the model and 20% reserved for testing. 

This split ensures that the model learns effectively 

from a substantial portion of the data while leaving 

sufficient unseen examples for evaluation. The 

training set is utilized to fit the deep learning 

algorithms, while the testing set evaluates 

performance metrics like accuracy, precision, 

recall, and F1-score. This 80:20 ratio balances 

learning and validation for optimal performance. 

iv) Algorithms: 

CNN1D (One-Dimensional Convolutional Neural 

Network[15]) is utilized for analyzing sequential 

data, making it suitable for audio signal processing. 

CNN1D extracts patterns from Mel-spectrogram 

features of audio files, effectively distinguishing 

between normal and alert sounds. This algorithm's 

convolutional layers allow it to learn spatial 

hierarchies, enhancing its ability to detect specific 

audio characteristics, such as gunshots or glass 

breaking, contributing to real-time threat detection 

and alert generation. 

CNN2D (Two-Dimensional Convolutional Neural 

Network) [15] processes 2D data, such as images 

or spectrograms, to identify spatial patterns. 

CNN2D analyzes Mel-spectrogram representations 

of audio files, enabling it to learn complex features 

and relationships between different audio classes. 

This algorithm enhances detection accuracy by 

leveraging its ability to capture both temporal and 

frequency information, allowing the system to 

effectively classify various sounds associated with 

potential threats, such as sirens or engine idling. 

LSTM (Long Short-Term Memory) networks are 

designed for sequence prediction tasks, particularly 

useful for time-series data. [16] LSTM processes 

the sequential data extracted from audio files, 

capturing temporal dependencies crucial for 

identifying patterns in sound over time. By 

analyzing audio features, LSTM improves the 

system's ability to detect abnormal sounds 

indicative of criminal activity. Its effectiveness in 
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managing long-range dependencies enhances the 

accuracy of threat detection in real-time scenarios. 

The Extension Bi-directional GRU (Gated 

Recurrent Unit) enhances LSTM's capabilities by 

processing data in both forward and backward 

directions. It leverages audio feature sequences to 

identify patterns indicative of threats. By 

considering past and future context, the bi-

directional GRU improves the model's 

understanding of temporal relationships in audio 

data. This results in more accurate detection of 

critical sounds, such as gunshots or breaking glass, 

leading to timely alerts for potential threats. 

4. RESULTS & DISCUSSION 

Accuracy: The accuracy of a test is its ability to 

differentiate the patient and healthy cases correctly. 

To estimate the accuracy of a test, we should 

calculate the proportion of true positive and true 

negative in all evaluated cases. Mathematically, 

this can be stated as: 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = TP + TN

TP + FP+ TN + FN
(1) 

Precision: Precision evaluates the fraction of 

correctly classified instances or samples among the 

ones classified as positives. Thus, the formula to 

calculate the precision is given by: 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = True Positive
True Positive + False Positive (2) 

Recall: Recall is a metric in machine learning that 

measures the ability of a model to identify all 

relevant instances of a particular class. It is the ratio 

of correctly predicted positive observations to the 

total actual positives, providing insights into a 

model's completeness in capturing instances of a 

given class. 𝑅𝑒𝑐𝑎𝑙𝑙 = TP

TP +  FN (3) 
F1-Score: F1 score is a machine learning 

evaluation metric that measures a model's accuracy. 

It combines the precision and recall scores of a 

model. The accuracy metric computes how many 

times a model made a correct prediction across the 

entire dataset. 𝐹1 𝑆𝑐𝑜𝑟𝑒 = 2 ∗ 𝑅𝑒𝑐𝑎𝑙𝑙 X 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑅𝑒𝑐𝑎𝑙𝑙 + 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 100(4) 

We evaluate the performance metrics—accuracy, 

precision, recall, and F1-score—for each algorithm 

in Table 1. The Bi-directional GRU achieves the 

highest scores. The table below also presents the 

metrics of other algorithms for comparison. 

Table.1 Performance Evaluation Metrics  

ML Model Accuracy Precision Recall F1-Score 

CNN1D 92.85 94.68 86.11   88.60 

CNN2D 94.84 95.04 92.48 93.62 

LSTM 95.69 95.09 93.43 94.15 

Extension Bi-directional GRU 96.77 96.60 93.50 94.88 

Graph.1 Comparison Graphs 
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Graph 1 displays accuracy in light green, precision 

in blue, recall in light yellow, and the F1 score in 

green. The bi-directional GRU outperforms the 

other algorithms in all metrics, with the highest 

values compared to the remaining models. The 

above graph visually represents these details. 

 
Fig.4 Home Page 

In above fig.4 user interface dashboard with 

navigation and a welcome message. 

 
Fig.5 Registration Page 

In above fig.5 sign-up form with fields for 

username, name, email, mobile number, and 

password buttons. 
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Fig.6 Login Page 

In above fig.6 Sign-in form with username and 

password fields, "Remember Me," "Forgot 

Password,". 

 
Fig.7 Upload Input Page 

In above Fig.7 form with coordinate input field and 

upload button. 

 
Fig.8 Predict Result for given input 

In above Fig.8 Predicted result based on the input 

test data. 

5. CONCLUSION 

In conclusion, a real-time threat detection system is 

developed using deep learning to analyze 

surrounding audio signals and send automated 

alerts via email, SMS, and WhatsApp. By utilizing 

audio features such as Mel-spectrograms, the 

system accurately identifies potential threats such 

as gunshots, glass breaking, and sirens. Extensive 

experimentation was conducted using audio data 

from the Urban8K and ESC-50 datasets, 

representing a wide range of sound classes. The 

system demonstrates significant improvement in 

detecting abnormal sounds compared to existing 

image-based detection methods. The high-

performing algorithm, enhanced by the inclusion of 

the Bidirectional GRU layer, achieves an 

impressive accuracy of 96.77%, ensuring a reliable 

and robust solution for detecting threats in real-

time. This software-based approach eliminates the 

need for additional hardware components, making 

it a cost-effective and easily deployable solution for 

improving personal safety, particularly for 

individuals working alone in vulnerable or remote 

locations. The system offers a promising real-time 

solution to mitigate potential dangers and enhance 

security. 

In the future, the proposed system can be enhanced 

by incorporating advanced techniques like attention 

mechanisms, transformers, and hybrid deep 

learning models to improve threat detection 

accuracy. Additionally, integrating real-time audio 

data augmentation methods and adaptive noise 

filtering could further refine the system's 

performance in varied environments. Expanding 

the system to support multiple languages and 

dialects, as well as enhancing mobile integration 

for faster response times, can broaden its 

effectiveness and scope. 
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